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Introduction

Dans ce challenge nous avons imaginé |'existence d’une entreprise fictive, spécialisée
dans la création et I'édition de logiciels de gestion éducatif.

Cette entreprise se nomme « Lospae IT ». Elle permet aux professeurs qui le
souhaitent, d’accéder a un logiciel qui permet d’éditer les notes de chaque éléve en fonction
des critéres choisit par I'enseignant.

L'objectif de ce challenge était de créer un réseau en deux sites distincts, proposant
des services différents, une liaison inter-routeurs, la mise en place d’'une DMZ (Demilitarized
zone), un acces a un internet simulé pour I'ensemble du réseau et un réseau wifi ouvert au
public.

Voici le schéma logique de notre réseau :

Internet simulé

®

o
{La J— i postes
" Poste gestion 1 5
172.21.2.254 @
postes
DMZ VLan 8 \
Passerelle 172.21.8.254
172.21.1.254 o
% Poste gestion 1
% 172.21.2.254
172.21.11.70
Production stock
VLAN & 172.21.11.69
172.216.1 =< 6
postes
RHVLan 3
172.21.3.254
2 172.20.21.2 Routeur site 2 Pare-feu
postes 17221.1.2 172.21.1.1

172.21.1.254

Magasin vente
VLAN 7
172.217.1 s J

Serveur DHCP

Cette documentation présente I'ensemble du procédé nécessaire a la mise en place

de ce réseau d’entreprise.
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Serveur TFTP

Service IT
VLANA
172.21.4.250 4@
g Passerelle
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172.21.5.254
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172.21.5.5



Site 1 :

(gestion), (wifi) : Commutateur aruba (172.20.22.2).
1 3 5 7 g 11 13 15 17 189 21 23
Aruba 1011|111 1|11
HP 2530 111111111 ]1]1
2 4 & a8 10 12 14 16 18 20 22 24

A2-HP2530# conf

A2-HP2530 (config) # vlan 2
A2-HP2530 (vlan-2)# name gestion
A2-HP2530 (vlan-2)# untagged 2-21
A2-HP2530 (vlan-2)# tagged 23-24
A2-HP2530 (vlan-2)# exit
A2-HP2530 (config)# vlan 5
A2-HP2530 (vlan-5)# name wifi
A2-HP2530 (vlan-5) # untagged 22
A2-HP2530 (vlan-5)# tagged 23-24
A2-HP2530 (vlan-5)# exit
A2-HP2530 (config)# sh vlan
Status and Counters - VLAN Information
Maximum VLANs to support : 256
Primary VLAN : DEFAULT VLAN

Management VLAN

VLAN ID Name | Status Voice Jumbo
_______________________________________ b el
1 DEFAULT VLAN | Port-based No No

| Port-based No No

| Port-based No No

A2-HP2530 (config)# sh vlan 2

Status and Counters - VLAN Information - VLAN 2

Status : Port-based
Voice : No
Jumbo : No

Port Information Mode Unknown VLAN Status
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A2-HP2530 (config)# sh vlan 5

Unt

Unt

Unt

Ta

Ta

Status and Counters

VLAN ID

Name : wifi

Status : Port-based

Voice : No

Jumbo : No

tagged

ntagged

gged
gged

- VLAN

Port Information Mode
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Ta

Ta

gged
gged

Learn
Learn
Learn
Learn
Learn
Learn
Learn
Learn

Learn

Information

Unknown VLAN

Learn

Learn

Down
Down
Down
Down
Down

Down

Down
Down
Down

Down

- VLAN 5

Status

Down

Down



Vlan 2 (gestion 3-11),

. Vlan 4 (service IT 18-19), Vlan

5 (wifi 20-22), Vlan 8 (DMZ 2) : Commutateur aruba (172.20.21.4).

Aruba
HP 2530

Al1-2610(vlan-1)#
Al1-2610(vlian-1)#
Al1-2610(vlian-2)#
Al1-2610(vlian-2)#
Al1-2610(vlan-2)#

Al-2610(vlian-3)#

Al1-2610(vlan-3)#
A1-2610(vlian-4) #
Al1-2610(vlan-4)#
Al1-2610(vlan-4)#
A1-2610(vlian-4)#
Al1-2610(vlan-5)#
A1-2610(vlan-5)#
Al-2610(vlan-5)#
Al1-2610(vlan-5)#
A1-2610 (config) #
Al1-2610(vlan-8)#
Al1-2610(vlan-8)#
Al1-2610(vlan-8)#
A1-2610 (config) #
Al-2610# sh vlan

1 3 5 7 e 11 13 15 17 19 2 X3
11 1]1]1
1 (111
2 4 b 8 0 12 14 16 18 20 22 24

tagged 23-24

vlan 2

name gestion

untagged 3-11
tagged 23-24

tagged 23-24

vlan 4

tagged 23-24
name serviceIT
untagged 18-19
vlan 5

name wifi
tagged 23-24
untagged 20-22
exit

vlan 8

tagged 23-24
untagged 2
exit

exit

Status and Counters - VLAN Information

Maximum VLANs to support : 8
Primary VLAN : DMZ

Management VLAN :

VLAN ID Name | Status Voice Jumbo
___________________________ b el ol
1 default | Port-based No No
2 gestion | Port-based No No

C____________________________________________________________________________________
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5 wifi | Port-based No No
8 DMZ | Port-based No No
Al1-2610# sh vlan 8
Status and Counters - VLAN Information - Ports - VLAN 8
VLAN ID : 8
Name : DMZ
Status : Port-based

Voice : No

Jumbo : No

Port Information Mode Unknown VLAN Status
2 Untagged Learn Down
23 Tagged Learn Down
24 Tagged Learn Down

Al-2610# exit
Al-2610> en
Al-2610# sh vlan 2
Status and Counters - VLAN Information - Ports - VLAN 2
VLAN ID : 2
Name : gestion
Status : Port-based

Voice : No

Jumbo : No

Port Information Mode Unknown VLAN Status
3 Untagged Learn Down
4 Untagged Learn Down
5 Untagged Learn Down
6 Untagged Learn Down
7 Untagged Learn Down
8 Untagged Learn Down
9 Untagged Learn Down
10 Untagged Learn Down
23 Tagged Learn Down
24 Tagged Learn Down

Status and Counters - VLAN Information - Ports - VLAN 3

C____________________________________________________________________________________
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VLAN ID : 3
Name : rh
Status : Port-based

Voice : No

Jumbo : No

Port Information Mode Unknown VLAN Status
23 Tagged Learn Down
24 Tagged Learn Down

Al1-2610# sh vlan 4
Status and Counters - VLAN Information - Ports - VLAN 4
VLAN ID : 4
Name : servicelIT
Status : Port-based

Voice : No

Jumbo : No

Port Information Mode Unknown VLAN Status
18 Untagged Learn Down
19 Untagged Learn Down
23 Tagged Learn Down
24 Tagged Learn Down

Al1-2610(config)# vlan 8
Al1-2610(vlan-8)# name DMZ
Al-2610(vlan-8)# EXIT
A1-2610(config) # exit

A1-2610# sh vlan wifi

Status and Counters - VLAN Information - Ports - VLAN 5
VLAN ID : 5

C____________________________________________________________________________________
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Name : wifi
Status : Port-based

Voice : No

Jumbo : No

Port Information Mode Unknown VLAN Status
20 Untagged Learn Down
21 Untagged Learn Down
22 Untagged Learn Down
23 Tagged Learn Down
24 Tagged Learn Down

Routage site 1 :

Nous avons effectué le routage pour les deux Vlan du site 1.
A2-RT-891F (config) #int gi8.2

A2-RT-891F (config-subif) #ip address 172.21.2.254 255.255.255.0
A2-RT-891F (config-subif) #exit

A2-RT-891F (config) #int gi8.3

A2-RT-891F (config-subif) #ip address 172.21.3.254 255.255.255.0
A2-RT-891F (config-subif) #exit

A2-RT-891F (config) #int gi8.4

A2-RT-891F (config-subif) #ip address 172.21.4.254 255.255.255.0
% 172.21.4.0 overlaps with GigabitEthernet8.5

A2-RT-891F (config-subif) #exit

A2-RT-891F (config) #int gi8.5

A2-RT-891F (config-subif) #ip address 172.21.5.254 255.255.255.0
A2-RT-891F (config-subif) #exit

A2-RT-891F (config) # int gi8.8

A2-RT-891F (config-subif) #ip address 172.21.8.254 255.255.255.0
A2-RT-891F (config-subif) #exit

Al-RT-891F#conf t

Al1-RT-891F (config) #interface gi8

Al1-RT-891F (config-subif) #ip address 172.21.1.254 255.255.255.0
A1-RT-891F#no shut

Al1-RT-891F#conf t

A1-RT-891F (config) #interface gi8.2

A1-RT-891F (config-subif) #encapsulation dotlqg 2

A1-RT-891F (config-subif) #ip address 172.21.2.254 255.255.255.0
A1-RT-891F (config-subif) #exit

Al1-RT-891F (config) #interface gi8.3

A1-RT-891F (config-subif) #encapsulation dotlg 3
.

CHALLENGE 8



A1-RT-891F (config-subif) #ip address 172.21.3.254 255.255.255.0
A1-RT-891F (config-subif) #exit

Al1-RT-891F (config) #interface gi8.4

A1-RT-891F (config-subif) #encapsulation dotlqg 4

A1-RT-891F (config-subif) #ip address 172.21.4.254 255.255.255.0
A1-RT-891F (config-subif) #exit

A1-RT-891F (config) #interface gi8.5

A1-RT-891F (config-subif) #encapsulation dotlg 5

A1-RT-891F (config-subif) #ip address 172.21.5.254 255.255.255.0
A1-RT-891F (config-subif) #exit

A1-RT-891F (config) #interface gi8.8

Al1-RT-891F (config-subif) #encapsulation dotlqg 8

A1-RT-891F (config-subif) #ip address 172.21.8.254 255.255.255.0
A1-RT-891F (config-subif) #exit

A2-RT-891F#conf

A2-RT-891F#configure

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
A2-RT-891F (config) #int vlanl

A2-RT-891F (config-if) #int vlan8

A2-RT-891F (config-if) #

*Mar 17 14:43:10.547: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlan8§,
changed state to downexit

A2-RT-891F (config) #int vlanl

A2-RT-891F (config-if) #ip address 54.54.1.1 255.255.255.0

A2-RT-891F (config-if) #exit

A2-RT-891F (config) #exit

A2-RT-891F#show ip int brief

*Mar 17 14:59:34.175: SLINK-3-UPDOWN: Interface FastEthernet0O, changed state to up

*Mar 17 14:59:35.175: S$LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0, changed state to up

Interface IP-Address OK? Method Status

Protocol

Async3 unassigned YES unset down down
BRIO unassigned YES NVRAM administratively down down
BRIO:1 unassigned YES unset administratively down down
BRIO:2 unassigned YES unset administratively down down
FastEthernetO 172.21.1.1 YES manual up up
GigabitEthernetO unassigned YES unset administratively down down
GigabitEthernetl unassigned YES unset down down
GigabitEthernet2 unassigned YES unset down down
GigabitEthernet3 unassigned YES unset administratively down down
GigabitEthernet4 unassigned YES unset administratively down down

C____________________________________________________________________________________
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GigabitEthernet5 unassigned YES unset administratively down down

GigabitEthernet6 unassigned YES unset administratively down down
GigabitEthernet?7 unassigned YES unset administratively down down
GigabitEthernet8 unassigned YES NVRAM up up
GigabitEthernet8.2 172.21.2.254 YES manual up up
GigabitEthernet8.3 172.21.3.254 YES manual up up
GigabitEthernet8.4 172.21.4.254 YES manual up up
GigabitEthernet8.5 172.21.5.254 YES manual up up
GigabitEthernet8.8 172.21.8.254 YES manual up up
Vlanl 54.54.1.1 YES manual down down
Vl1an8 unassigned YES unset down down

A2-RT-891F# sh ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route

)

+ - replicated route, % - next hop override, p - overrides from PfR

172.21.0.0/16 is variably subnetted, 12 subnets, 2 masks
172.21.1.0/24 is directly connected, FastEthernetO
172.21.1.1/32 is directly connected, FastEthernetO
172.21.2.0/24 is directly connected, GigabitEthernet8.2
172.21.2.254/32 is directly connected, GigabitEthernet8.2
172.21.3.0/24 is directly connected, GigabitEthernet8.3
172.21.3.254/32 is directly connected, GigabitEthernet8.3
172.21.4.254/32 is directly connected, GigabitEthernet8.4
172.21.5.0/24 is directly connected, GigabitEthernet8.5
172.21.5.254/32 is directly connected, GigabitEthernet8.5

172.21.8.0/24 is directly connected, GigabitEthernet8.8

H Q & o B aQ = Q & B Q

2
2
3
3
172.21.4.0/24 is directly connected, GigabitEthernet8.4
4
5
5
8
8

172.21.8.254/32 is directly connected, GigabitEthernet8.8

C____________________________________________________________________________________
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Test routage site 1 :

:~$ ping 172.21.2.254

PING 172.21.2.254 (172.21.2.254) 56(84) bytes of data.

Destination
Destination
Destination

From 172.21.2.1 icmp seq=1
From 172.21.2.1 icmp seq=2
From 172.21.2.1 icmp seq=3

64 bytes from 172.21.2.254: icmp seq=5
64 bytes from 172.21.2.254: icmp seq=6
64 bytes from 172.21.2.254: icmp seq=7
64 bytes from 172.21.2.254: icmp seq=8

Site 2 :

VLAN 6 (production) et

Host Unreachable
Host Unreachable
Host Unreachable
tt1=255 time=2.73 ms
tt1=255 time=2.50 ms
ttl1=255 time=1.30 ms
tt1=255 time=0.999 ms

: Commutateur aruba

(172.20.21.2).

Aruba
HP 2530

10

A1-HP2530# conf t
A1-HP2530(config)# vlan 6
Al1-HP2530(vlan-6)# name production
A1-HP2530(vlan-6)# untagged 2-15
A1-HP2530(vlan-6)# tagged 24
Al1-HP2530(vlan-6)# tagged 23
Al1-HP2530(vlan-6)# exit

Al1-HP2530(vlan-7)# name vente

Al1-HP2530(vlan-7)# tagged 24
Al1-HP2530(vlan-7)# tagged 23
A1-HP2530(vlan-7)# exit
Al1-HP2530(config)# sh vlan 6
Status and Counters - VLAN Information - VLAN 6
VLAN ID : 6
Name : production
Status : Port-based

11 13 15 17 19 21
1111
1]11]1
12 14 16 18 20 22
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Voice : No
Jumbo : No

Port Information Mode  Unknown VLAN Status

2 Untagged Learn Down
3 Untagged Learn Down
4 Untagged Learn Down
5 Untagged Learn Down
6 Untagged Learn Down
7 Untagged Learn Down
8 Untagged Learn Down
9 Untagged Learn Down
10 Untagged Learn Down
11 Untagged Learn Down
12 Untagged Learn Down
13 Untagged Learn Down
14 Untagged Learn Down
15 Untagged Learn Down
23 Tagged Learn Down

24 Tagged Learn Up

Al1-HP2530(config)# sh vlan 7
Status and Counters - VLAN Information - VLAN 7

Name : vente
Status : Port-based
Voice : No

Jumbo : No

Port Information Mode  Unknown VLAN Status

23 Tagged Learn Down
24 Tagged Learn Up

CHALLENGE 12



Routage site 2 :

Nous avons effectué le routage pour les deux Vlan du site 2.
A1-RT-891F#conf t

Al1-RT-891F (config) #interface gi8

A1-RT-891F (config-subif) #ip address 172.21.1.254 255.255.255.0
Al1-RT-891F#no shut

A1-RT-891F#conf t

A1-RT-891F (config) #interface gi8.6

A1-RT-891F (config-subif) #encapsulation dotlg 6

A1-RT-891F (config-subif) #ip address 172.21.6.254 255.255.255.0
A1-RT-891F (config-subif) #exit

Al1-RT-891F (config) #interface gi8.7

A1-RT-891F (config-subif) #encapsulation dotlqg 7

Al1-RT-891F (config-subif) #ip address 172.21.7.254 255.255.255.0
Al1-RT-891F (config-subif) #no shut

A1-RT-891F (config-subif) #exit

A1-RT-891F (config) #fexit

Al1-RT-891F#show ip interface brief

GigabitEthernet8 172.21.1.254 YES manual up up
GigabitEthernet8.6 172.21.6.254 YES manual up up
GigabitEthernet8.7 172.21.7.254 YES manual up up
NVIO unassigned YES unset up up
Vlanl unassigned YES unset administratively down down

Al-RT-891F#show ip route

172.21.0.0/16 is variably subnetted, 6 subnets, 2 masks
172.21.1.0/24 is directly connected, GigabitEthernet8
172.21.1.254/32 is directly connected, GigabitEthernet8
172.21.6.0/24 is directly connected, GigabitEthernet8.6
172.21.6.254/32 is directly connected, GigabitEthernet8.6
172.21.7.0/24 is directly connected, GigabitEthernet8.7

Bl @ 5 B 5 &

172.21.7.254/32 is directly connected, GigabitEthernet8.7

C____________________________________________________________________________________
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Test routage site 2 :

:~$ ping 172.21.1.254
PING 172.21.1.254 (172.21.1.254) 56(84) bytes of data.
64 bytes from 172.21.1.254: icmp seq=1 ttl=255 time=1.79 ms
64 bytes from 172.21.1.254: icmp seq=2 ttl=255 time=1.06 ms
64 bytes from 172.21.1.254: icmp seq=3 ttl=255 time=0.998 ms
64 bytes from 172.21.1.254: icmp seq=4 ttl=255 time=0.859 ms
~C
---172.21.1.254 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt minfavgfmaxfﬂdev = 0.859/1.175/1.789/0.361 ms

:~$ ping 172.21.1.254
PING 172.21.1.254 (172.21.1.254) 56(84) bytes of data.
64 bytes from 172.21.1.254: icmp seg=1 ttl=255 time=2.59 ms
64 bytes from 172.21.1.254: icmp seq=2 ttl=255 time=2.61 ms
~C
--- 172.21.1.254 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1003ms
rtt min/avg/max/mdev = 2.586/2.598/2.610/0.012 ms
~$ ~C

Connexion inter-routeur :

Ajout des routes par défaut sur le routeur du site 2 :

A1-RT-891F#conf t
A1-RT-891F (config) #ip route 0.0.0.0 0.0.0.0 172.21.1.1
A1-RT-891F (config) #exit

S* 0.0.0.0/0 [1/0] wvia 172.21.1.1
172.21.0.0/16 is variably subnetted, 6 subnets, 2 masks

C 172.21.1.0/24 is directly connected, FastEthernetO

L 172.21.1.2/32 is directly connected, FastEthernetO

C 172.21.6.0/24 is directly connected, GigabitEthernet8.6

L 172.21.6.254/32 is directly connected, GigabitEthernet8.6
C 172.21.7.0/24 is directly connected, GigabitEthernet8.7

L 172.21.7.254/32 is directly connected, GigabitEthernet8.7

C____________________________________________________________________________________
CHALLENGE 14



Test de connexion vers le routeur « parefeu » :

:~$ ping 172.21.1.1

PING 172.21.1.1 (172.21. 1 1) 56(84) bytes of data.

64 bytes from 172.21.1.1: icmp seq=117 ttl=254 time=2.33 ms
64 bytes from 172.21. icmp seq=118 ttl=254 time=3.90 ms
64 bytes from 172.21. icmp seq=119 ttl=254 time=1.90 ms
64 bytes from 172.21. icmp seq=120 ttl=254 time=1.64 ms
64 bytes from 172.21. icmp seq=121 ttl=254 time=1.66 ms
64 bytes from 172.21. icmp seq=122 ttl=254 time=1.73 ms
64 bytes from 172.21. : icmp seq=123 ttl=254 time=1.99 ms
64 bytes from 172.21. : icmp seq=124 ttl=254 time=2.21 ms
~C

[T I T -
Mo e

Configuration du serveur DHCP :

A2-RT-891F (config) #ip dhcp pool DMZ

A2-RT-891F (dhcp-config) #network 172.21.8.0 255.255.255.0
A2-RT-891F (dhcp-config) #default-router 172.21.1.1
A2-RT-891F (dhcp-config) #exit

A2-RT-891F (config) #ip dhcp

A2-RT-891F (config) #ip dhcp pool gestion

A2-RT-891F (dhcp-config) #network 172.21.2.0 255.255.255.0
A2-RT-891F (dhcp-config) #default-router 172.21.1.1
A2-RT-891F (dhcp-config) #exit

A2-RT-891F (config) #ip dhcp pool RH

A2-RT-891F (dhcp-config) #network 172.21.3.0 255.255.255.0
A2-RT-891F (dhcp-config) #default-router 172.21.1.1
A2-RT-891F (dhcp-config) #exit

A2-RT-891F (config) #ip dhcp pool wifi

A2-RT-891F (dhcp-config) #network 172.21.5.1 255.255.255.0
A2-RT-891F (dhcp-config) #default-router 172.21.1.1
A2-RT-891F (config) #ip dhcp pool service IT

A2-RT-891F (dhcp-config) #network 172.21.4.1 255.255.255.0
A2-RT-891F (dhcp-config) #default-router 172.21.1.1
A2-RT-891F (dhcp-config) #exit

A2-RT-891F (config) #ip dhcp pool production

A2-RT-891F (dhcp-config) #network 172.21.6.1 255.255.255.0
A2-RT-891F (dhcp-config) #default-router 172.21.1.1
A2-RT-891F (dhcp-config) #exit

C____________________________________________________________________________________
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A2-RT-891F (config) #ip dhcp pool magasin

A2-RT-891F (dhcp-config) #network 172.21.7.1 255.255.255.0
A2-RT-891F (dhcp-config) #default-router 172.21.1.1
A2-RT-891F (dhcp-config) #fexit

A2-RT-891F#show ip dhcp binding

*Mar 18 09:45:09.146: %SYS-5-CONFIG I: Configured from console by consoleshow ip
dhcp binding

Bindings from all pools not associated with VREF':

IP address Client-ID/ Lease expiration Type
Hardware address/
User name

172.21.3.1 0108.0027.9fb5.6f Mar 19 2025 09:35 AM Automatic

172.21.3.3 0100.155d.0102.02 Mar 19 2025 09:36 AM Automatic

A2-RT-891F#conf t

A2-RT-891F (config) #ip dhcp pool wifi

A2-RT-891F (dhcp-config) #default-router 172.21.1.1

A2-RT-891F (dhcp-config) #exit

A2-RT-891F (config) #ip dhcp pool service IT

A2-RT-891F (dhcp-config) #default-router 172.21.1.1

A2-RT-891F (dhcp-config) #exit

A2-RT-891F (config) #ip dhcp pool production

A2-RT-891F (dhcp-config) #default-router 172.21.1.1

A2-RT-891F (dhcp-config) #exit

A2-RT-891F (config) #ip dhcp pool magasin

A2-RT-891F (dhcp-config) #network 172.21.7.1 255.255.255.0

A2-RT-891F (dhcp-config) #default-router 172.21.1.1

A2-RT-891F (dhcp-config) #exit

A2-RT-891F#show

*Mar 18 09:48:09.974: %$SYS-5-CONFIG I: Configured from console by consoleip dhcp
bind

Bindings from all pools not associated with VRF:
IP address Client-ID/ Lease expiration Type
Hardware address/
User name
172.21.3.1 0108.0027.9fb5.6f Mar 19 2025 09:35 AM Automatic
172.21.3.3 0100.155d.0102.02 Mar 19 2025 09:36 AM Automatic
A2-RT-891F#show ip dhcp bind
Bindings from all pools not associated with VRF:
IP address Client-ID/ Lease expiration Type
Hardware address/
User name

172.21.2.1 0100.155d.0102.02 Mar 19 2025 09:56 AM Automatic

C____________________________________________________________________________________
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172.21.

N

0108.0027.9fb5.6f Mar 19 2025 09:57 AM Automatic
172.21. 0108.0027.9fb5.6£f Mar 19 2025 09:58 AM Automatic
172.21. 0100.155d.0102.02 Mar 19 2025 09:57 AM Automatic

172.21. 0100.155d.0102.02 Mar 19 2025 09:54 AM Automatic

NP W e

172.21. 0108.0027.9fb5.6f Mar 19 2025 09:54 AM Automatic

172.21. 0100.155d.0102.02 Mar 19 2025 09:56 AM Automatic

172.21.8.2 0108.0027.9fb5.6f Mar 19 2025 09:56 AM Automatic

g o 0 D W W DN

172.21.5.1 0109.185d.0102.12 Mar 19 2025 09:59 AM Automatic

Configuration du réseau wifi

Show Details

O 3 WPA Personal v | | Disabled v

Show Details

La mise en place du réseau wifi public connecté au commutateur 172.20.21.4 (vlan5) port
22, permet aux visiteurs d’avoir accés a internet.

Ping vers la passerelle via le réseau wifi et en dhcp depuis un poste client :

mplacements Systeme

sio@debianil: ~
Edition Affichage Recherche
: lo: =LOOPBACK,UP,LOWER UP= mtu 65536 qdisc noqueue state UNKNOWN group defaul =
t glen 1008
LAt COCDCOERECTEED (! COERECTEEDIEDaET
ope host lo
- preferred_1ft foreve
host
f - preferred_Lft forever
=BROADCAST , MULTICAST,UF, LOWER UP= mtu 1500 qdisc pfifo fast state UP

©0:27:59:37:22 brd fr:Ff:ff:ff:Ff:ff
inet 172.21.5.7/24 brd 172.21.5.255 scope global dynamic noprefixroute enp@s

vﬂm 1ft 86290sec pre
16 feBO::a00:271F: fe
v\LJ.d Lt fore

1
-21.1.1) S56(84) bytes of data.
1.1: icmp_seq=1 ttl=255 time=5.15 ms
‘111 Lcmp seqm2 Ttl-235 time-3.62 ms

ing statistics
2 pac itted, v 55, time 1001ms
rtt min/a IR+ iy el B

ED W sio@debianil: -

m 826.80.80.80:
m 86.80.80.80:
80.80.80.80: icmp

ping statistics
sEEEaCEl, G GOECael, ) oehiE Uerc, ST CREhD

m(l(v ="4.332/8.233,22.281/4.329
~LOOPBACK. UP, LOWER_UP= mtu 65536 qdisc nogueue state UNKNOWN group defaul
1000

back 00: 0:00:00:00 brd 00:00:00:00:00:00

mtu 1566 qdisc pfifo_fast state UP

Tt ql 10
st her tOO:27:59: 3T re PP T T
inet 173.21.5.7/34 be 5.25¢5 global dynamic noprefixroute enp@s|
valid Lft 86290« 9 _1ft_ms2g0:

net6 feBO::n00: 27 f: FO50: 3122764 Scops hk nopratixrouta
valid Lfr.fcu—vm preferred Lfr foy«-w—n

D W sio@debianil _ ="
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15) Applications Emplacements Systeme = WA =" jeu. 20 mars, 09:20
Modification de Wired connection 1 X Informations sur la connexion
Nom de la connexion ‘ered connection1 ‘L
Géneéral Ethernet Sécurité 802.1X DCB Proxy Paramétres IPv4 Paramétres IPv6 Général
Méthode = Automatique (DHCP) v iresse 7‘ ; ) ’ 5

Adresse statique supplémentaire

Adresse Masque de réseau Passerelle Ajouter

Supprimer

@ Masque de sous-réseau 255.255.255.0

] ceneca Réseau E
Systéme adapter 1 dapter 3 | Adapter 4 =
[ affchace Active

Stocka Mode daccés réseau:  Accés par pant ~
ckage
Name:  Realtek RTLB188EL Wireless LAN 802.11n USB 2.0 Network Adapter

@ son & advanced

W) Reseau

@ Ports séries

& use

D Dossiers partagés

[ mnterface utisater

oK Annuler Aide

B e i
&2 Bl & @@ cm orome

Configuration du serveur TFTP :

Pour la mise en place du serveur TFTP il faut étre dans le réseau 172.20.0.0.

Sauvegarde de la configuration du routeur site 1 (parefeu) :
A2-RT-891F#copy running-config tftp

Address or name of remote host []? 172.20.1.2
Destination filename [a2-rt-891f-confg]?

[

2980 bytes copied in 0.356 secs (8371 bytes/sec)

La configuration du routeur est la suivante :
! Last configuration change at 14:02:42 UTC Wed Mar 19 2025
!

version 15.6

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

!

hostname A2-RT-891F

!

boot-start-marker

boot-end-marker
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|
enable secret 5 $1$Vr/K$Clcf5hudIAl9J.zjyMDL./
enable password chopin
!
no aaa new-model
ethernet 1lmi ce
!
ip dhcp pool ma poule
network 172.21.3.0 255.255.255.0
default-router 172.21.1.1
dns-server 8.8.8.8
!
ip dhcp pool DMZ
network 172.21.8.0 255.255.255.0
default-router 172.21.1.1
!
ip dhcp pool gestion
network 172.21.2.0 255.255.255.0
default-router 172.21.1.1
!
ip dhcp pool wifi
network 172.21.5.0 255.255.255.0
default-router 172.21.1.1
!
ip dhcp pool service IT
network 172.21.4.0 255.255.255.0
default-router 172.21.1.1
!
ip dhcp pool production
network 172.21.6.0 255.255.255.0
default-router 172.21.1.1
!
ip dhcp pool magasin
network 172.21.7.0 255.255.255.0
default-router 172.21.1.1
!
ip cef
no ipvée cef
!
multilink bundle-name authenticated
|

license udi pid C891F-K9 sn FCZ2529RA3A

C____________________________________________________________________________________
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!
interface BRIO
no ip address
encapsulation hdlc
shutdown
isdn termination multidrop
!
interface FastEthernetO
ip address 172.21.1.1 255.255.255.0
duplex auto
speed auto
!
interface GigabitEthernetO
no ip address
shutdown
!
interface GigabitEthernetl
no ip address
!
interface GigabitEthernet?2
no ip address
!
interface GigabitEthernet3
no ip address
shutdown
!
interface GigabitEthernet4
no ip address
shutdown
!
interface GigabitEthernet5
switchport access vlan 25
no ip address
!
interface GigabitEthernet6
no ip address
shutdown
!
interface GigabitEthernet?
no ip address
!

interface GigabitEthernet8

C____________________________________________________________________________________
CHALLENGE 20



no ip address
duplex auto
speed auto
!
interface GigabitEthernet8.2
encapsulation dotlQ 2
ip address 172.21.2.254 255.255.255.0
!
interface GigabitEthernet8.3
encapsulation dotlQ 3
ip address 172.21.3.254 255.255.255.0
!
interface GigabitEthernet8.4
encapsulation dotlQ 4
ip address 172.21.4.254 255.255.255.0
!
interface GigabitEthernet8.5
encapsulation dotlQ 5
ip address 172.21.5.254 255.255.255.0
!
interface GigabitEthernet8.8
encapsulation dotlQ 8
ip address 172.21.8.254 255.255.255.0
!
interface Vlanl
ip address 172.21.11.69 255.255.255.0
!
interface Vlan8
no ip address
!
interface Vlan25
ip address 172.20.1.25 255.255.255.0
!
interface Async3
no ip address
encapsulation slip
!
ip forward-protocol nd
no ip http server
no ip http secure-server
!

C____________________________________________________________________________________
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ip route 0.0.0.0 0.0.0.0 172.21.11.70
ip route 172.21.6.0 255.255.255.0 172.21.1.2
ip route 172.21.7.0 255.255.255.0 172.21.1.2
!
control-plane
!
mgcp behavior rsip-range tgcp-only
mgcp behavior comedia-role none
mgcp behavior comedia-check-media-src disable
mgcp behavior comedia-sdp-force disable
!
mgcp profile default
!
line con O
no modem enable
line aux O
line 3
modem InOut
speed 115200
flowcontrol hardware
line vty 0 4
password Chopinb4
login
transport input none
!
scheduler allocate 20000 1000
!

end

Cette sauvegarde nous permet de charger une configuration déja existante en cas de
changement de routeur afin d’optimiser le temps d’installation.

Nous avons également effectué la sauvegarde des commutateurs dans le méme objectif :
A1-HP2530# copy running-config tftp 172.20.1.2 hpconf2
TFTP download in progress.

; J9085A Configuration Editor; Created on release #R.11.30

hostname "Al1-2610"
mirror-port 1
snmp-server community "public" Unrestricted
vlan 1
name "default"
untagged 1,25-28
ip address 172.20.21.4 255.255.0.0
-
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tagged 23-24
no untagged 2-22
exit

vlan 2
name "gestion"
untagged 3-10
tagged 23-24
exit

vlan 3
name "rh"
untagged 11-17
tagged 23-24
exit

vlan 4
name "serviceIT"
untagged 18-19
tagged 23-24
exit

vlan 5
name "wifi"
untagged 20-22
tagged 23-24
exit

vlan 8
name "DMZ"
untagged 2
tagged 23-24
exit

interface 20
monitor
exit

password manager

hostname "Al1-HP2530"
snmp-server community "public"
vlan 1
name "DEFAULT VLAN"
no untagged 2-17
untagged 1,18-28
ip address 172.20.21.2 255.255.0.0
exit

vlan 6

C____________________________________________________________________________________
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name "production"
untagged 2-15
tagged 23-24
no ip address
exit

vlan 7
name "vente"
untagged 16-17
tagged 23-24
no ip address
exit

password manager

Mise en place de la DMZ :

1) Applications Emplacements Systeme = @ =¥ mar. 18 mars, 15:3

Lospae IT -Logiciels de notation éducative - Mozilla Firefox QRORE

Lospae IT -Logiciels denota: x = @ Adresse introuvable x +

<« ¢} O 8 1722181 o

| O Firefox envoie automatiquement certaines informations a Mozilla afin que nous puissions améliorer votre navigation. Choisir ce que j'envoie X

Lospae IT

Votre partenaire en logiciels de notation éducative

Contact

Qui sommes-nous

Qui sommes-nous ?

Lospae IT est une entreprise spécialisée dans le développement et la vente de logiciels de notation éducative. Nos solutions sont congues pour
simplifier 'évaluation des étudiants et améliorer la gestion académique.

Contact

Email : contact@lospae-it.com
Téléphone : +33 3 83 40 20 42

Adresse : 39 rue du Sergent Blandan, 54000 Nancy, France

%) © Connexions réseau @ LospaelT -Logiciels de...

==
B /21164 2 A8 ) o naore

Pour la mise en place, le NAT doit é&tre mis en place et on doit configurer les routes par
défaut, la DMZ est reliée au vlan 8 dans le commutateur 172.20.21.4.

Nous arrivons a accéder au site de I'entreprise depuis les clients des différents services
comme le prouve la capture d’écran.
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Mise en place de I’acces a I'internet simulé :

Mozilla Firefox v (Al (X

80.80.80.80/ X | +

& > G O & 80.80.80.80 ks & =

.80.80.80

L’acces a un internet simulé passe par la liaison de deux routeurs (routeur « parefeu » et
routeur « box »).

Ajout des ip routes pour donner aux réseaux le chemin d’acces vers
I'internet simulé :

A1-RT-1801 (config) #ip route 172.21.2.0 255.255.255.0
A1-RT-1801 (config) #ip route 172.21.3.0 255.255.255.0
A1-RT-1801 (config) #ip route 172.21.4.0 255.255.255.0
A1-RT-1801 (config) #ip route 172.21.5.0 255.255.255.0
Al1-RT-1801 (config) #ip route 172.21.6.0 255.255.255.0
Al1-RT-1801 (config) #ip route 172.21.7.0 255.255.255.0
A1-RT-1801 (config) #ip route 172.21.8.0 255.255.255.0

1 ——
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Ajout des access list qui donne I’accord aux réseaux d’accéder a
I'internet simulé:

A1-RT-1801 (config) #access-1list 1 permit 172.21.3.0 0.0.255.255
A1-RT-1801 (config) #access-1list 1 permit 172.21.2.0 0.0.255.255
A1-RT-1801 (config) #access-1list 1 permit 172.21.4.0 0.0.255.255
A1-RT-1801 (config) #access-1list 1 permit 172.21.5.0 0.0.255.255
A1-RT-1801 (config) #access-1list 1 permit 172.21.6.0 0.0.255.255
A1-RT-1801 (config) #access-1list 1 permit 172.21.7.0 0.0.255.255
A1-RT-1801 (config) #faccess-1list 1 permit 172.21.8.0 0.0.255.255

Configuration du routeur pour I'acces a l'internet simulé :

A1-RT-1801 (config) #ip nat inside source list 1 interface fa0 overload
A1-RT-1801 (config) #in fa0
Al1-RT-1801 (config-if) #ip nat outside
A1-RT-1801 (config-if) #exit
A1-RT-1801 (config) #int vlan 1
A1-RT-1801 (config-if) #ip nat inside
A1-RT-1801#sh ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override

Gateway of last resort is 54.54.1.250 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 54.54.1.250
54.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
C 54.54.1.0/24 is directly connected, FastEthernetO

=

54.54.1.1/32 is directly connected, FastEthernetO
172.21.0.0/16 is variably subnetted, 9 subnets, 2 masks

172.21.2.0/24 [1/0] via 172.21.11.69

172.21.3.0/24 [1/0] via 172.21.11.69

172.21.4.0/24 [1/0] via 172.21.11.69

172.21.5.0/24 [1/0] via 172.21.11.69

172.21.6.0/24 [1/0] via 172.21.11.69

172.21.7.0/24 [1/0] via 172.21.11.69
172.21.8.0/24 [1/0] via 172.21.11.69

172.21.11.0/24 is directly connected, Vlanl

H QO »nn n n »n n n n

172.21.11.70/32 is directly connected, Vlanl

C____________________________________________________________________________________
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